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BBenenue

B npouecce KU3HEAEATETLHOCTH YEJIOBEKA €ro ONbIT KaK HAKAIUIMBAIOIIASCS B
OTPOMHOM KOJIMYECTBE CyOBEKTHBHAas U OOBEKTHBHAs WH(OPMALUSA MOXKET OBITh
3a(UKCUpPOBaH, COXPAaHEH W TMepellaH JAPYruM JiojsM. VcTopuyeckuil acmekT
paccMOTpeHuUs poOIeMbl HAKOTUICHHUSI WH(OPMAIIMU MO3BOJISIET BCKPBITh Hanbosee
3HaYUMBbIE JIJISl YEJI0BEYECTBA MPOOIEMBbl U 3aKOHOMEPHOCTH, MPOCIEIUTh JUHAMUKY
uH(pOpMaIMOHHOTO pa3BuTUs. COBpEMEHHBIH ASTan HWH()OPMAIMOHHOTO Pa3BUTHUS
o0l11lecTBa XapaKTepu3yeTcsi OBICTPOM CMEHOW TEXHOJOTUW U TMOSBJICHUEM HOBBIX
CETEBbIX apXWUTEKTyp. BcrnencrBue 3TOro BO3HUKAIOT  OOJBIIME  OOBEMBI
ylpaBistonieil uHpopManuu, KOTOpble HEO0OXOOUMO OO0eclneunBaTh 3allluTOM.
KoHuentpanuss nHpopMaluy B KOMIBIOTEPHBIX CUCTEMAaX BBIHYKJIAET HApalluBaTh
yecwiasg 1o e€ 3amure. COOTBETCTBEHHO, C IIOSIBIEHHUEM HOBBIX TEXHOJIOTHM
MOSIBJSIIOTCSL. HOBBIM BHIBI YIrpo3 W HapymuTened. B 3Tux ycimoBusx 3amure
nH(pOpMaUu OT HECAaHKLIMOHWPOBAHHOIO JOCTyNa B MOCIEAHEE BPEMS OTBOJMUTCS
BECbMa 3HAYUTEIBHOE MECTO, B TOM YHCJIE U HA MPEIIPUATUAX PA3IUYHBIX OTpaCiIen
npomeInuieHHOCTH Poccuiickont denepanumu.

B rocynapcteennom crangaptre ['OCT P 51275-2006 «3ammra undopmaiuu.
OObekT wuHpOpMaTu3aimu. DakTophl, BO3ACHCTBYIOIIME Ha HHPOpManuo» [1]
MEPEUHCICHO OO0JBIIOE KOJIUYECTBO YIPO3, KOTOPbIE MOTYT MPUBECTH K HAPYLICHUIO
ee KOH(UICHIMAIBHOCTH, LEJIOCTHOCTH M JOCTYNHOCTH CYIIECTBEHHBIN yiepO
nHpopMaluu TNpU BO3JCUCTBUM Ha KOMIBIOTEpHYIO cucremy. OT yrpos
O0e3onmacHOCTH  HMH(QOpPMAlMK, TaKUX KAK HECAaHKIMOHHUPOBAHHBIM  JTOCTYI
3JIOYMBIIUICHHUKOB, JESITENBHOCTh TEXHUYECKHMX Ppa3BEJOK MW 3JI0M  yMBICEN
COTPYIHMKOB  (MHCAlAEpoOB),  MOXHO  3alUTUTHCS,  TOJBKO  HCHOJIB3YA
AIIETIOHUPOBAHHYIO 3amuTy. OpraHuzauus 3amuThl MHGOPMALlMK HampaBlieHa Ha
MpEeA0TBpALIEHUE YTEUKH 3al[UIIaeMOil HHPOpMaIIUY 10 TEXHUYECKUM KaHayiaM (T.e.
«ECTECTBEHHBIM» MYTEM 3a CUET M3IYyYEeHUW M HABOJOK), a TAKXE Ha 3alIUTy OT

HECAaHKIMOHUPOBAHHBIX W  HENPEAHAMEPEHHBIX BO3JICWCTBUM  HAPYLIUTENCH.



Cucrema 3amuTbl MHGOPMAIIUU MPEACTABISAET COO0M COBOKYMHOCTh TEXHUYECKHUX,
MPOrPaMMHBIX, TPOrPAMMHO-TEXHUYECKUX CPEACTB 3alIUThl HH()OPMALIUU U CPEICTB
KOHTPOJIA 3((HEKTUBHOCTU 3aIUTHl MH(DOpPMALMK, a TAKXKE OPraHU3alMOHHBIX MEp
3amuThl. Mojenu 6€30MacHOCTH | 3aIlUThl UHPOPMAIIMK OT PA3TUYHbBIX BUIOB YIPO3
U HapylmuTeled, a Takke pa3padOTaHHbIE OpPraHU3allMOHHO-TEXHUYECKHE
MEPONPUATHSA, alllapaTHO-NPOTPaMMHBIE U TEXHMUYECKHE METOIbl JJIs 3allluThl
uHpOpMallMd HAa KOHKPETHOM MPEANPUATAN TPEACTABIAIOTCS B JOKYMEHTE
«Ilomutuka  MHQOpPMALMOHHOW  OE€30MACHOCTH»,  KOTOPBIM  YTBEPIKIAeTCs
pykoBoauTeneM mnpeanpusatus. [Ipu opranmsanuu OGe3omacHocTH WHGOpPMAIUU HA
MPEANPUATAA OOJIBIIOE BHUMAHUE YJIEISETCS 3alluTe OT HECAaHKIIMOHWPOBAHHOTO
noctyna (HCH). B pykoBoxsieM I0KyMEHTE «ABTOMAaTU3MpPOBAaHHBIE CHCTEMBI.
3ammra ot HCJI k undopmanmu. Knaccudukanuss aBTOMAaTU3UPOBAHHBIX CUCTEM U
TpeOOBaHMs TO 3amuTe UHPopManum» [2] OTpakeHbl OCHOBHBIE TPEOOBAHUS IO
OpraHM3alMM 3allUThl, KOTOpble HEOOXOJUMO YUYUTHIBATh TpU pa3pabOTKe
«ITonmuTukn MHPOPMALMOHHON 0€30MaCHOCTH» MJIsl 3aIMThl ABTOMAaTU3UPOBAHHBIX
cucteMm opranuzauuu. [[ns 3ammrtel uapopmanyu ot HCJl Heo6X0AMMO BBINOIHUTH

cieayonme TpeooBaHus:

o orpanudenue gpuznueckoro goctymna Kk AC,

) uaeHTHPUKAIMSA U ayTeHTU(DHUKAIIHS T10JI30BaTEIICH,

o OTpaHUYCHHE JIOCTYIAa Ha BXOJ B CHCTEMY,

o pasrpaHUyYCHUE I0CTYIA,

o peructpanus coObITHH (ayauT),

o Kpunrorpaduyeckas 3amnmra,

o KOHTPOJb  IEJIOCTHOCTH, BKJIOYas TEPUOJUYECKOE TECTHPOBAHUE

CpEJICTB 3alIlNTHI,

o yIpaBJICHUE TTOJTMTHKON 0€30TacHOCTH,

o YHUYTOXEHUE OCTAaTOYHOW WHGpOpManuK (OYHUCTKA TIPU 3aBEPIICHHUH
npoiiecca),

o AHTUBHUPYCHAs 3alluTa,



o BOCCTAHOBJICHHE JTAHHBIX,

o IIpU yAaJ€HHOM B3aUMO/JICHCTBUH - CETeBas 3alIHUTa,

o 3aIUTa OT YTEUKH U IepexBara nH(GOpMaIlMU 10 TEXHUYECKUM KaHajaMm.

B 3aBucuMoOCTH OT MOJIEN yrpo3 U HapyILIUTENed MPUMEHSIOTCS pa3InyHbIe
cpenctBa 3amuThl uMHMopmanuu. I[IporpaMMHoO-anmapaTHble CpEICTBAa 3alUThI
uH(pOpMallMU — 3TO CPEACTBA 3aIUTHl MH(OpPMAIMH, KOTOpble Hambojee MOIHO
BBITIOJIHAIOT MEPHI M COOTBETCTBYIOIIME UM METO/IbI 10 npoTuBoaericTBrio HC/I.

Hcnonp3oBaHne MNpOrpaMMHO-aNMapaTHBIX CPEACTB  3alIUTHl  MO3BOJISIET
peann30BbIBaTh  CXEMbl  3alIUThl, OoJiee  yCTOMUYMBBIE K  BO3JEHCTBHUIO
3JIOYMBIIIUICHHUKA, YE€M HCIOJIb30BAaHUE TPAJAUIIMOHHBIX YHCTO TMPOTPAMMHBIX
cpencts 3amuThl [3]. Hampumep, ¢ MOMOIIBIO ammapaTHBIX KIFOYEH 3allUThl CepPHi
eToken u ruToken (”TOKEHOB”) MOXKHO pEaIM30BaTh CXEMbI OJHO(DAKTOPHOM
(Hanmu4Me anmapaTHOrO TOKEHA y MOJIbh30BaTelNs JOCTATOUYHO IS JJOCTYIA K CUCTEME)
WM JABYX(AKTOPHOM 3amuThl (HAJM4ME aNMapaTHOrO TOKEHA Yy MOJb30BaTels
MO3BOJIAET MOJIB30BATENIO MOIYYUTh JOCTYN K CUCTEME, TOJIBKO B TOM CIy4ae, €Ciu
MOJIb30BaTEIh BBEACT KOPPEKTHBIM PIN-KOJ, Marommid eMy MpaBo padoTaTh ¢
anmapaTHbIM TOKCHOM).

CHIKEHHE CTOMMOCTHM afmapaTHBIX KIIOYeW 3aluThl IO03BOJIAET Oosee
IIMPOKO HCIOJB30BaTh WX JUIsI OpPTaHM3allMM Pa3HBIX CXEM 3allUThl JaHHBIX
MOJIb30BATEIE M MPOTPAMMHOTO OO€cleueHus. ATMMapaTHbIe KIIOYH 3al[UThI
(TOKEHBI) MOXXHO KJIacCU(PUIIMPOBaTh C HCIOJb30BAaHUEM PA3JIMYHBIX KPUTEPUEB
knaccupukanuy  (Hampumep, Ha3HaueHWe, O0beM  3allUIICHHOW  MaMsTH,
peaTM30BaHHbII B YCTPOWCTBE, almapaTHO MOAJECPKUBAEMbIE KIIFOUOM aJTOPUTMBI
mUppPOBaHUs, MPOU3BOJUTENb CPEACTB 3aUTHl M T.A.). OgHa W3 BO3MOXKHBIX
KJIACCU(PDUKAIMOHHBIX CXEM M0 Ha3HAYCHHMIO BKIIIOYAET B ce€0s KiIacCU(PUKAIUMOHHBIC
rpynmsl: 1) 1uIst 3aMTHl TPOTPAMMHOTO OOecTieueHUs] 0T HEeCAaHKIIMOHUPOBAHHOTO
ucnonp3oBanus (Hanpumep, kiroun cepuit HASP nwnmn GUARDANT); 2) rpynma
KIIOUel, TpeIHa3HauYeHHAsl [JIi XpaHEHUuss W O0O0pabOTKM KOH(UICHIIUATHLHOM
uHpoOpMaluK ToJb30BaTenel (Hanpumep, kiroun cepuit eToken wim RuToken —

XpaHEHHE DJJIEKTPOHHBIX [HU(PPOBBIX  CEepTU(PUKATOB, CPEACTBA  MOIACPIKKH
5



AIIEKTPOHHOU-IIU(PPOBOI MOAMKUCH, XpaHEHHE KOH(UIACHIMATLHOW WH(pOpMaLUUd —
napoyii, Pin-koabpl u T.A.). JleneHwe Ha Ha3BaHHBIE [BE TPYIIBI JOCTATOYHO
YCIOBHOE, T.K. BCE YCTPOWCTBA HMMEKT 3allUIICHHYIO IaMATh I XPaHEHUs
KOH(UICHIMATBHBIX JAHHBIX W PEaTM30BaHHBIC HA aNNapaTHOM YPOBHE CPENCTB
mudpoBanus. OgHaKo g NEPBOM TPyIIbl (3alMTa IPOrPaMMHOIO 00ECHIEUEHNUs)
XapaKTepHO HaJIM4YMe CHE[UAJIBHOIO IPOrpaMMHOr0 obecredeHus: (KOMIUIEKT
pa3paboTuuKa), MO3BOJSIOLIEIO0 MAKCUMAaJIbHO MPOCTO 3aIMIIATh IPOrPAMMHOE
oOecneuenue. Kiroum, oTHocsmuecs KO BTOPOM KIACCU(PUKALMOHHOM TIpymIie,
pPacno3HAKTCS ONEPALMOHHOM CUCTEMOM KaK yCTPOMCTBA AJIA UYTEHHUS] cCMapT-KapT, C
BCTABJIEHHOM B YCTPOMCTBO CMAapT-KapTOM, YTO IMO3BOJISIET UCIIOJIB30BATh HE TOJIBKO
porpaMMHOe obOecrieueHue, pa3paboTaHHOE AJii KOHKPETHOI'O YCTPOMCTBA, HO U
MIPOrpaMMHOE O0ECIIeUeHHEe MOACPKUBAIOIIEE PA0OTY C YCTPOWCTBAMM JIJISl YTCHUS
CMapT-KapT.

Jluneiika USB-kmrouet u cMmapt-kapT eToken Bkitouaetr B ceOsi yCTpONCTBa,
BBITIOJTHAIONIME 0a30Bble (YHKIIMU OE30MaCHOCTH, a TakKe KOMOWHHpPOBAHHBIC
INPOAYKTHI, COYETAIOUIME B ce0€ BO3MOYKHOCTU HECKOJBKHUX YCTPOMCTB. Pemenus,
OCHOBAaHHBIE Ha UCIOJIb30BaHMU Kitouen eToken, BbiOpanmu cBelme 75% Bemylmux
pOCCHICKMX 3aKa3uukoB [4]: cpeaHuMe W KPYIHBIC KOMIIAHHWHW, HPEATPHATHS C
pacrnpefiei€HHOM  CTPYKTYpOM, KpeauTHble M  OaHKOBCKME  OpraHM3alluH,
TE€JIEKOMMYHUKAIIMOHHBIE KOMIAHUM W CEPBUC-TIPOBAWIEPHI, MEAMUIMHCKUE M
CTPAaXOBBIE YUPEXKICHMS, TOCYJAPCTBEHHBIE U HAJIOTOBBIE OPIaHbl, YAOCTOBEPSIOIINE

LIEHTPBI ¥ ONEPATOPHI IIEKTPOHHOU OTYETHOCTH.

Teopeanecxaﬂ 4yacThb. 3HAKOMCTBO € alllIapaTHBIMHA KIKYaMH 3alUThI

cepun eToken

OoOmrast xapakrepuctuka kioueit e Token: sanextporasie USB-kiroun u cMapt-
kaptel eToken mpeacTaBisitOT cO0OW KOMITAaKTHBIE YCTPOMCTBA, MpEIHA3HAUCHHBIC
U1 obecrieyeHus: HHPOPMAITMOHHON OE€30MaCHOCTU KOPIOPATUBHBIX 3aKa3YMKOB U

YacTHBIX TMOJb30BatTeneil. YcrporictBa eToken comepkar mporeccop ¥ MOIYIH



naMaTd, (yHKIIMOHUPYIOIIUE TOJ YIPABICHUEM CBOEH OMEPAllMOHHON CHUCTEMBHI,

BBIITOJIHAOT HGO6XOI[I/IMBIe IMPHUKIIAJIHBIC ITPOTPAMMBbI U XPpaHAT I/IHCbOpMaL[I/IIO.

Hcnonb3oBanue IMpOAYKTOB eToken momoraer peuinThb CICAYIOIIHUC THUIIOBLIC

3aJa4Hn oOecneueHuss 0€30IMacCHOCTH

obOecrieueHue Tpoiecca JBYX(haKTOPHOW ayTeHTU(HUKAIMKU Ha JOKaJIbHOM
KOMITBIOTEPE U B KOPIIOPATHUBHOW CETH, 3aIUMUIEHHBIM TOCTYNl K OHW3Hec-
MIPUIIOKEHUSIM;

mu¢poBaHKe TaHHBIX HA cepBepax, HOYTOyKax, pabounux CTaHIUSX;
oOecreyeHune 3alnThl IEPCOHANTBHBIX JAHHBIX;

3allMTa 3JEKTPOHHOM MOYTHI, 3alIUTa HH(OPMAIIMU B CUCTEMAX 3JIEKTPOHHOTO
JIOKYMEHTO000pOTA;

oOecrieueHre  O€30MACHOCTH  (PUHAHCOBBIX  OMNEpaluil B CHCTEMax
JTMCTAHIIMOHHOTO OaHKOBCKOTo o0cykuBanus (Jb0O);

BHEJIpEHUE ANEKTPOHHOM 1uppoBoil noanucu (DLIT) u 3amuTel TOKYMEHTOB B
CUCTEMAX CJIauy IEKTPOHHON OTYETHOCTH uepe3 HTepHeT;

obecricueHue 3allIUTBI KOPIIOPATUBHBIX CalTOB B CETU HHTGpHeT.

MopenbHbIN psii AKTUBHO HMCHOJIB3YEMBIX B HACTOSILIEE BPEMS KIIFOUEN CEPUHU

eToken [5] BkmouaeT B ceOs 7 tumoB yctpoiictB: eToken I'OCT, eToken PRO
(Java), Kpuntollpo eToken CSP, eToken NG-FLASH (Java), eToken NG-OTP
(Java), eToken PASS, eToken PRO Anywhere. Tumbl MOXHO paclpeieiuTh 10

TPEM TPYIIIAM:

1. USB-kitoun u cMapT-KapThl,
2. xomOunupoBanasie USB-kitoun,

3. cnenunanu3upoBanubie USB-kimtoun.



['pynmna 1. USB-kia104u U cMapT-KapThl — YETHIPE MOJIETH.

Onektponssiid ko4 eToken I'OCT:

cpenctBo gopmupoBanust diekTponHor moxnucu (DIIII) mo amroputmy
I'OCT P 34.10-2001,

pekoMeHayeTcss il npuMmeHeHuss B cuctemMax JIbO, ropumuyecku-
3HAYUMOTI0 JOKyMeHTooOopoTa, Web-cepBucax;

cepruduiupoad ®Ch Poccun.

Onekrponnsiii kitod €Token PRO (Java):

pEKOMEHIyeMasi POU3BOUTEIEM MOJIEIb, OIXOAIIAs 11 OOJIBIIMHCTBA
BApUAHTOB UCIIOJIb30BAHUS;

YBEJIMYEHHBIA  O0BEM  3alIUMIIEHHOW  MaMsATd  JJ1  XPaHEHHs
M0JIb30BaTENIbCKUX JTaHHbIX (72 KO);

pacupenne (pyHKIIMOHAJIA 3a CYET 3arpy3Ku Java-anmsieTos;

ceptudunmporad ®CTIK Poccum.

Onexktponssid k04 Kpunrollpo eToken CSP:

cpeactBo GopmupoBanus 3iekTpoHHOW monamucu (DLII) ¢ mommepxkkoi
CK3U Kpunrollpo CSP;

3alMIICHHBI  0OMEH Mexay anmapatHbiM — kiodoMm eToken w
nporpamMmHbiMi  KoMmrioHeHTamu Kpunrollpo CSP  (dyukiuonanbHbIi

KJIroueBoit Hocutesb - OKH).

['pynna 2. KomOunupoBanubie USB-kiouun — Tpu Mojenu.

Onexkrponnsiii kiarou €Token NG-FLASH (Java) — mpencraBiseT co0oit

KOMOWHUPOBAHHBIN TOKEH, COYETAIOIINIT BOZMOKHOCTH CPEJICTBA AyTCHTH(UKAIINH U

IMEPEHOCHOI'0 3alMMINCHHOTO HAKOIMWTCIIA AdHHBIX, alllapaTHO IMOAACPKHUBAIOIICTO

paboty ¢ nudpoBeiMU cepTUdHUKaTaMu U EKTPOHHO-TIMpoBoi oamuchio (DLIIT).

Jlns mpotienypbl AByX(aKTOpPHOM ayTEHTU(PHUKAIIMU TOJIh30BaTENs C MPUMEHEHUEM



anektporHoro kimoda eToken NG-FLASH (Java), BO3MOXXHO HCIIOJIb30BaHHE B
KadeCTBE BTOPOTO KPUTEPHsI HICHTU(DHUKAITNN:
e 1mudpoBeIX cepTuhuKaToB cTanmapra X.509;
® [apoJieli, KOJOB JOCTyNa W JPYIHX TaHHBIX, XPAHSIIUXCS B 3alUIICHHON
MaMSATH TOKEHA, YTO MO3BOJISIET MIEKTPOHHOMY KITFOUY PaboTaTh HA Pa3TMIHBIX
POrpaMMHBIX U alMapaTHRIX IIaTGopMax 1 ¢ pa3TUuIHBIMU MPUITOKCHUSIMHU.
Onektponnbiid kimod eToken NG-FLASH (Java) MoXeT WHCIONB30BaThCs, Kak
3aIUIMIEHHBI ~ HAKOMWTEIh JaHHBIX —  JOTOJHUTEIbHAS  MMaMsiTh TOKEHA
MaKCHUMaJIbHBIM 00BeMOM 70 16 1’6 mMO3BOJISET XpaHUTh JaHHBIE B 3alI(ppoBaHHOM

BUE U MOYKET OBITh UCITOJIL30BaHa JId:

o JIOBEPEHHOM 3arpy3Ku omneparmoHHbIX cucteM Microsoft Windows wimm Linux
(oOpa3 ornepalOHHONW CUCTEMBI 3alUCHIBACTCS B MaMSITh YCTPOICTBA);
o XpaHEHUs] U 3alycka MpeABaApUTEIbHO CKOH(MUTYpUPOBAHHOM BUPTYaJTbHOMN
mamuabel (VMWare, Virtual PC) ¢ npemycraHoBieHHbIM HAaO0OpPOM MPOrPaMMHOIO
oOecreyeHus: 1 HaCTPOCHHBIMU NTapaMeTpaMH 0€3011aCHOCTH;

® aBTOMATHYECKOTO 3aIlyCKa MPWIOKEHUHN U3 TaMATH YCTPOUCTBA;

e 0€30MacHOr0 XpaHEHWs, TPAHCIOPTHPOBKM M PE3EPBHOTO KOMUPOBAHMUS

JTAHHBIX;

e 3amycka 0€30MacHOTo MPEIBAPUTEIHLHO HACTPOSCHHOTO Opay3epa.

C nmnomompto yruiautel  eToken NG-FLASH  Partition  Application
nonojHUTEIbHYIO Flash-mamMsaTe ycTpoiicTBa MOXKHO pa3MeTUTh Ha JBE 00JACTH —
JOCTYIIHYIO TOJIbKO Ajig uTeHus ROM-ob0nacte u mepe3anuchiBaeMyro obsacts. B
ROM-06macTh MOXHO TIPEAYCTAHOBUTH HEOOXOAMMBIC MOTH30BATEIIO TTPHIIOKEHUS,
OmpenenuTh KOHMDUTYpallMOHHBIN (ain st uX aBTo3amycka. B 3ToM ciiydae mpu
MOJICOEIUHEHUN BJIEKTPOHHOIO Kio4Ya K KommbloTepy nonojHutenbHas Flash-
naMaTh OyJeT paclio3HaHa KakK JiBa JIOTUYECKUX JIMCKA, C OJHOTO U3 KOTOPBIX,
npencrapistoniero ROM-o0nactb, OyAeT NpOU3BEIEH aBTOMAaTHUECKHX 3aIlyCK

npuioxkeHui. JlaHHble B mepe3anuchbiBaeMOi 00JaCTH XpaHATCS B 3aid(ppoBaHHOM



Buae. [ns mmdpoBanus ucnonbiyercs aaroputm AES ¢ nnmmuoit kmroua 256 6urt.
[Ipy cumThIBaHMM AAaHHBIE pacHIM(PPOBBIBAIOTCS «HA JeTy». Korma mpoucxoaut
3allUCh WJIM COXpPaHEHHE — JIaHHblE 3allM(pPOBBIBAIOTCS HE3aMETHO JUIA
nonb3oBarens. [lpu Heobxonumoctu nononmuutensHas Flash-mamsare Tokena mMoxer
OBITh IEepepacHpeieieHa MEeXIy oOJacTIMM M HWHULUAIW3MPOBAHA 3aHOBO CaMUM
nonp3oBateneM. Crenyer yduThiBaTh, 4YTO IpU IepepaclpeneiaceHuu obiacTen

MIPOUCXOINT MOTEPS TEKYIIETO COAEPKUMOTO0 KaKI0N M3 00J1acTei.

Bosmoxxkaoctu eToken NG-FLASH moryT ucnosbp30BaThes 1 00eCeUeHns
IBYX(aKkTOpHOW ayTeHTHU(PUKALUU TOJIb30BATEJNC B CUCTEMaxX, MOCTPOEHHBIX Ha
ocHoBe TexHosioruu PKI, B yHaclieoBaHHBIX MPUJIOKEHUAX, HA pa00UYNX CTAaHLHUSIX U
B CETU, B TETEPOrCHHBIX Cpellax, MPU YAAJCHHOM JOCTyNe K HMH()OpPMAIMOHHBIM
pecypcaM. YCTpOWCTBO TMOAAECPKUBACT allapaTHYI0 pPEaIu3aluio ajlropuTMOB
mdposanuss RSA/2048, RSA/1024, DES, 3DES, SHA-1. eToken NG-FLASH
MOHO HMCTOJB30BaTh B cucteMax PKI ¢ mojaepkkoi nmporpaMMHbIX HHTEp(deiicoB
Microsoft CryptoAPI m PKCS#11. Ha snextponnsiii kmou eToken NG-FLASH
(Java) mMoxeT OBbITh MpeIyCTaHOBIIEHA omnepainuoHHas cuctema Microsoft Windows
PE, cnyxamas nist nocienyromieit ycranoku Windows Ha cepBepe Wil HaCTOJILHOM
KOMIIBIOTEPE U YCTPAHECHUS HETOIaI0K, a TaKKe pa3indHbie TucTpuOyTuBsbl Linux. B
ATOM cllydae 3arpy3ka KOMITbIOTepa OyJeT MpOu3BEeACHAa C XPAHAIIECTOCsS B MaMSTH
KJItoua o0pasa omepaluoHHON cucTeMbl. [{Jsd ayTeHTU(UKAIUK TT0JIH30BATENS B YKe
3arpy>K€HHON OMEPAIIMOHHOM CHUCTEME MOTYT HCIIOJIb30BAaThCA PETUCTPAIIMOHHBIC
UM TIOJIb30BaTeNisi M Tapoiib, JuOo 1udpoBoil ceprudukar cranmapra X.509 u
3aKPBITHIM KJTIOU, XPAHSIIUECS B 3alTUIIIEHHON MaMsITH MUKPOCXEMbI CMapT-KapThl.

Onextponnbii ko4 eToken NG-FLASH (Java) MoxeT ObITh HCIIOIB30BaH
JUTSL TOBEPEHHOW 3arpy3Kd TEPMHUHAIBHBIX KIHEHTOB. B »3ToM cimyudae oOpas
ONEPAllMOHHOM CHUCTEMBI MJIsI TEPMHHAIBLHOIO KIJIHMEHTa pacnosaraercs B ROM-
00J1acTH TOKEHA, a anmapaTtHas KOHPUTYpaIus TEPMUHATBHOTO KIIMEHTa MOXKET OBIThH
yJelleBlieHa 3a cyeT uckiatoueHuss monayns Flash-namstu Ha maTepuHcKoil miate

ycrpoiictBa. [l oOecrieueHus: TONOJHUTENIBHOTO YPOBHSA O€30MaCHOCTH JAHHBIE,
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XpaHslIecss B Iepe3anuchiBaeMoil  00j1acTH, MOTryT ObITh  3amM(poBaHbI
BCTPOCHHBIM  anroput™MoMm  mmmdpoBanuss AES-256  wnu, Hampumep, ¢
UCIOJIb30BaHUEM NpuiIokeHuit uHerku Secret Disk. [Ipunoxenus, ycTtaHOBICHHbIE
B ROM-o6mactu »snexkrponHoro kmwoda eToken NG-FLASH (Java), wmoryt
3alycKaThCsl AaBTOMATHYECKH TMPU TOJCOCAUMHEHHMH TOKEHA K KOMIIBIOTEpY.
[Ipumepamu TakuxX NPUIIOKEHUH MOTYT OBITh:

mporpamMma yCTaHOBKH japaiiBepoB eToken;

MPUJIOKEHUsT 0€30MaCHOCTH, HCHOJib3ytolue Bo3moxkHocTu eToken (VPN-kiueHT,
porpamMmbl UGPOBaHUS JUCKOB U AP.);

(aiisbpl yCTAaHOBKH U AP.

Dnextponnsiid kimou eToken NG-OTP (Java) — komOouaupoBanHbii USB-Kirou
C TEHEpaTopoM OJHOPA30BBIX IMaposeid, He TpeOymuil MNOAKIIOYEHUs K
KOMIIBIOTEPY. YCTPONCTBO TMpEACTaBIsSICT COO0M KOMOMHHUPOBAHHBIM TOKEH,
COYETAIOIIUNA BO3MOXXHOCTH CPEJICTBA ayTEeHTU(UKAIIUA U T€HEpaTOpa OJHOPA3OBBIX
naposei  (OTP), amnmapatHo mnojaepkuBaroniee padory ¢ HUPPOBBIMU
cepTupuKaTaMu U EKTpoHHO-IIMpoBoi noanuckio (D). [dns nByxdakropHOn
ayTeHTU(PUKALUK TOJIB30BATENS C IPUMEHEHUEM 3JeKTpoHHOTo Kitoua eToken NG-
OTP (Java) BO3MOXHO WCIIOJIb30BaHWE B KAaueCTBE BTOPOTO KpHUTEpHUs

UJCHTUPUKAIUY:

e 1udpoBbIX cepTuduraToB ctanaapra X.509;

e oaHOpa30BsIx mapoiiei (OTP);

® TapoJicii, KOJAOB JOCTyNMa W APYTHX JaHHBIX, XPAHSAIMIMXCS B 3alIUAIICHHOM
NaMSTH TOKEHA, 9TO IMO3BOJISET YJICKTPOHHOMY KJTFOUY paboTaTh Ha pa3IMIHBIX
MPOTPaMMHBIX U almapaTHBIX TUIaTGopMax U ¢ pa3sTnIHBIME MPUI0KCHUSIMH.

e lcnonw3ys reHeparop oaHopa3oBbix mapojeir eToken NG-OTP (Java), Bel
MOETE OpraHU30BaTh OE30MACHBIN JTOCTYI K KOPIOPATHBHBIM pecypcam 0e3
YCTAaHOBKH JOTOJHUTEIFHOTO KIMEHTCKOTO MPOTPAMMHOIO OOECICUEHUsI H

0e3 (hr3MUeCcKOro NOJKIIOUEHHSI TOKEHA K KOMIIBIOTEPY.
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eToken NG-OTP (Java) pacmmpsier CHEKTp amnmapaTHbIX IUIaThopM |
OTEPAIMOHHBIX CHUCTEM, Ha KOTOPBIX BO3MOXKHO HCIOIb30BAHUE SJIEKTPOHHBIX
kimouedt eToken, Tak Kak C 3TUM KIIOYOM MOXKHO paboOTarh € MOPTATUBHBIMU
KOMIIBIOTEpaMH, CMapTPOHAMU, a TaKKe OOBIYHBIMH KOMITBIOTEpAMHU, Ha KOTOPBIX
oTcyTcTBYIOT win HenocTynHbsl USB-moptel. Ilpu ucnonb3oBaHMM yCTpOMCTBA B
peKUME TeHEepaTopa OAHOPA30BBIX MAPOJIeH CreHepUPOBAHHBINA OTHOPA30BbIN MapoIb
oToOpakaeTcs Ha JMCIUICE TOKEHAa M MOXXET OBbITh BBEJIEH B KOMIIBIOTEP uepe3
KJIABUATYpY WM NEPhEBOM BBOJ, T.€. HE TpeOyercs moakiatouath eToken NG-OTP
(Java) x wemy-mu6o. ®yukrmumonanbo eToken NG-OTP (Java) ananmormuen USB-
kmouy eToken PRO (Java) u JOMOJHUTENIBHO OCHAIIEH KHOMKOW M JAUCIUJICEM IS
OTOOpaKEHUSI CTEHEPUPOBAHHBIX  OJHOPA30BBIX IMMAapoJield, a TaKkKe HMEeT
BCTPOCHHBIE PJIEMEHTHI MUTAHUS U CBETOBON MHIUKATOP PEXKUMOB PaOOTHI.
DnexkTpoHHbIi Koy €Token PASS — aBTOHOMHBIH T'€HEpaTop OJHOPA30BBIX
naposiei, He TpeOyeT MOJKIIYEHNS K KOMIIBIOTEPY U YCTaHOBKHU JOIOJIHUTEIBHOTO
nporpammHoro  obecrieuenusi. eToken PASS MoxHO wHcmonbs3oBaTh Ui
ayTeHTU(PUKAIUU B JIOOBIX MPUTIOKEHUSIX U CITYK0ax, MOACPKUBAIOIIUX MPOTOKOII
ayrentupukanmu RADIUS — VPN, Microsoft ISA, Microsoft 11S, Outlook Web
Access u ap. Komrmiekr paspadorurnka eToken OTP SDK 2.0 mo3Bossier 100aBUTH
MOJICPKKY ~ ayTeHTH(PUKAIMK TI0 OJHOPA30BBIM TApoOJsiM B  COOCTBEHHBIC
MIPUIIOKEHUS.
OcHoBHBIE TpenMyIiecTBa ucnosib3oBanus eToken PASS:
e He TpeOyeT ycTaHOBKU JTOMOJHUTENBHOTO KineHTckoro [10.
e He TpeOyeT ycTaHOBKH IpaiflBepOB.
e Paboraer 6e3 MOJIKIIOUEHHS] K KOMIBIOTEPY — HET HEOOXOAUMOCTH HaJUYMS
cBoboaHoro USB-nopra.
e (OObecnieunBaeT BO3MOXXHOCTb Pa0OTHI B JIFOOOW OMEPALIMOHHON CUCTEME.
e (OOecnieunBaeT BO3MOKHOCTh PabOThI C MOOMIJIBHBIX YCTPOMCTB.
e OnHOPAa30BbIi Mapoih NEHCTBYET TOJHKO B TEUCHHE OJHOTO CEaHCa CBS3H —

II0JIB30BaTC/JIb HEC OOJI2KCH OCCIIOKOUTHCS O TOM, 4YTO HCHOHBSyeMBIﬁ B
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HACTOAIIMN MOMEHT Mapojib MOXET ObITh MOACMOTPEH WM TMepexBayeH

3JI0yMBIIUIEHHUKOM.

e OTHOCHUTENIBHO HU3Kas LIE€HA YCTPOMCTBA.

[Mpunun pabotel eToken PASS — peanuzoBaH anropuTM reHepanuu
omHopa3oBbix mapoisieit (One-Time Password — OTP), pa3paboTtaHHBII B pamkax
unumatuBel OATH. Anroputm ocHoBan Ha anroputMe HMAC u xom-¢yHkuuu
SHA-1. Ina pacuera 3HaueHuss OTP npuHMMaroTcs ABa BXOJHBIX TapaMerpa —
CEKpETHBIM K04 (HayalbHOE 3HAYEHHE JUIsl FEeHepaTopa) M TEKyIlee 3HAYEHHe
cyeTurka (KOJIMYECTBO HEOOXOAMMBIX LMKIOB reHepanuu). HadanbHoe 3HaueHue
XpaHUTCS KaK B CaMOM YCTpOWCTBE, Tak M Ha cepBepe B cucreme eToken TMS.
CueTuynk B yCTpOWCTBE yBeIMUYMBaeTCs NpU Kaxaoil renepauuu OTP, Ha cepBepe —
npu Kax0i ynaunoit ayrentudukanuu no OTP. Ilpu 3anpoce Ha ayTeHTH(DUKAIUIO
nposepka OTP ocymectusercss cepsepom RADIUS (Microsoft IAS, FreeRadius u
1p.), KoTophelil obOparaercs k cucreme eToken TMS, ocymiecTBisitonie reHepamo
OTP na cropone cepBepa. Eciu BBeneHHOe monb3oBarenem 3HaueHue OTP,
COBMAJIa€T CO 3HAYECHHUEM, MOJYYEHHBIM Ha CepBEpe, ayTeHTHU(UKALUs CUUTAETCS
ycnemHoi, 1 RADIUS cepBep oOTIpaBisieT COOTBETCTBYrOIUK OTBET. [laptus
ycrporictB eToken PASS nocraBnsiercs ¢ 3ammdpoBaHHbIM (DailyioM, coaepx anium
HavyaJbHBIC 3HAYEHUS JUISI BCEX YCTPOWCTB MApTUH, JNAaHHBIN (aiiil UMIOPTUPYETCS
agmuauctparopom B cucrtemy eToken TMS. Ilocine »Toro s Ha3HAUYCHUS
YCTPOMCTBA MOJB30BATEN0 HEOOXOAMMO BBECTH CEPUMHOIO HOMEpPA YCTPOMCTBA
(HameuaTaH Ha KOpITyce).

B cnyudae HapyleHUs CHHXPOHU3AIMU CUETYMKA FT'eHEpalii B YCTPOICTBE U Ha
cepepe, cucremMa eToken TMS mo3BosiseT BOCCTAaHOBUTH CHUHXPOHHU3AIIMIO, T.€.
MPUBECTH 3HAUYEHHE Ha CEpPBEPE B COOTBETCTBHE 3HAYEHUIO, XPaAHALIEMYCS B
ycTpoiicTBe. s ATOrO0 aaMUHHCTPATOpP CHUCTEMbI WIIM CaM TI0JIb30BaTelb (IpHU
HaJM4YMM  COOTBETCTBYIOLIMX  pa3pelleHUi) JODKEH  CIEeHEepUpoBaTh 1B
nocieaoBareabHbpix 3HadeHus OTP wu ormpaBuTh uX Ha cepBep udepes Web-
unrepdeiic eToken TMS. B nensax ycunenus 6ezonacHoctu cuctema elToken TMS

MO3BOJISIET UCTIONB30BaTh AonoiaHuTenbHoe 3Hauenue OTP PIN — B aToMm ciiywae nist
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ayTeHTU(UKALUK TOJb30BaTeNIb MOMUMO HMEHH monb3oBaTtens u OTP BBoaut
nonoiaHuTenbHoe cekpeTHoe 3HaueHne OTP PIN. Orto 3HaueHue 3amaercs mnpu

Ha3Ha4YCHHUH YCTpOﬁCTBa ITOJIB30BaTCIIIO.

['pynma 3. CneumanusupoBanHble USB-kiaoum — 1mipejacraBieHa OJHOU
mozenbio kimoua eToken PRO Anywhere. Onektponnsiii USB-kimiou eToken
Anywhere mpeaocTaBisIeT IMOJB30BATENSIM BO3MOXXHOCTh O€30MAaCHOTO JOCTyIa K
Web-pecypcam ¢ m000ro KoMmmbproTepa 03  MpeABapUTEIbHONW  YCTaHOBKH
nporpaMmHoro obecrneuenusi. eToken Anywhere ob6ecrieunBaer:

e ABTOMaTHUYECKHW 3amycK Opay3epa W HaIlpaBJICHHE TMOJIb30BAaTeNs TOJBKO Ha
3apaHee 3anaHHble Web-caliTbl, ajpeca KOTOpBIX XpaHATCS B 3allULIIEHHON
ITaMsTH yCTPOKCTBA.

e AyreHTU(UKAIMIO MOJIb30BaTEN B paMkax npotokoia SSL/TLS u 3ammTty Bcex
JaHHBIX, IIepelaBaeMbIX 10 ceTu MHTepHeT.

e 3ammTy OT (PUIIMHTA U aTaK TUIIA «4elloBek rnocepeaune» (Man in the middle).

Kitou eToken PRO Anywhere ceptudununpoBano ®CTIK Poccun.

Cneuundukanus eToken PRO Anywhere:

Mukpocxema cmapt-kapTel:  Atmel AT90SC25672RCT

OrnepanOHHAs CUCTEMA CMapT-KapThl: Athena OS755, BcTpoeHHas BUpTyaibHas

MairHa Java (TIOJIHOCThIO COBMecTHMast ¢o ctaHaapTom Sun Java Card)

[ToanepxuBaeMble UHTEPPENCHI U CTAHIAPTHI:

PKCS#11 Bepcun 2.01,

Microsoft CryptoAPI,

PC/SC (xomannst ADPU),

Ceptudukats X.509 v3, SSL v3, IPSec/IKE.

AnnapaTHO-peaan30BaHHbIE AITOPUTMBI:
e RSA 1024 /2048,
e DES, 3DES, SHA-1

O6bem 3anumienHor namatu 72 Kb Ha MUKpocxeMe cMapT-KapThl.
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[TognepxuBaeMbIe ONepariOHHbBIE CUCTEMBI:

e Pexum PRO: Microsoft Windows 2000/2003/XP/Vista/2008/2008 R2/7 (32 u

64-6utHbie Bepcun); Linux; Mac OS,

o Pexum Anywhere: Microsoft Windows 2003/XP/Vista/2008/2008 R2/7 (32 u

64-OuTHBIC BEPCHUH).

[TopnepxxuBaeMbie Opay3epsl Internet Explorer 6.0 u Bwime, Firefox 3.0 u
BhItIe (11 pexxuma Anywhere). [logiepxuBaeMble BepcUM IpaiBepa eToken
PKI Client 5.1 u Bwmme. [logmepkuBaeMble BepCHHM KOMIUICKTa pa3paboTdHKa:
eToken SDK 5.0 u Beime. Cpok XpaHeHHsI AaHHBIX B mamsatd He MmeHee 10 ner.

KommuectBo nuknoB nepezanucu naMmsatu He menee 500000.

Ha3nauenne xommiekca eToken Network Logon

[Mporpammuo-anmapatHeii  kommuiekc  eToken Network Logon [6] -
MpeaHa3HaYeH I KapJIMHAJIBLHOTO PEIICHUS MPOOJIEMbl «CIAa0BIX» Maposie mnpu
paboTe Ha KoMmmblOTepax moj ympasieHuem Microsoft Windows. Ilocne ycranoBku
MPOJIyKTa JUIsl BXOJla HAa KOMIIBIOTEP WJIM B CETh MOXKHO HMCIOJIb30BAaTh HANIEKHBIE U
CTOMKHE K TIepedopy naposiu, 1uoo nudpoBbie cepTUhUKATHI.

B npocreitmem cuienapuu ucnonibzoBanus € Token Network Logon:

o CTeHEepUpYyeT [JIsl TOJIb30BaTeNsl HOBBIM CJOXKHBIM Tapojb JIA BXoJa B
Windows (niuHOi 14 cuMBOJOB, 00s3aTelbHO coAepX aluii OyKBbI BEPXHErO H

HUKHETO PerucTpa, U psbl, CIELCUMBOJIBI);

. CMEHHUT TEKYIIMH Tapojib Toyb3oBarels Windows Ha HOBBIN  CIIOXKHBIN
MapoJb;
o COXPAHUT HOBBIN CJIOXKHBIN Maposib a1 Bxoaa B Windows B 3aluieHHON

namsatu USB-kimtoda unm cmapt-kapthl e Token.
eToken Network Logon obecnieunBaer:
o JByx(hakTopHYyIO ayTeHTU(DUKAIMIO MMOJb30BaTeIe Ha KOMIBIOTEPE U B CETU

Windows ¢ momomsto USB-kimroueit wim cmapt-kapT eToken;
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o Hcronp3oBaHne perucTPAMOHHBIX UMEH M MAPOJICH JJIA JIOKAIBHOTO BXO/a B
CUCTEMY WU IS BXOJla B JOMEH;

o Ucnonb3zoBanue  mudpoBbix  ceptudukaroB  X.509,  cepTuduKaTto
M0JIb30BATEJISI CO CMAPT-KapTOM U 3aKPBITHIX KIItOUEH ISl BXOJa B JIOMEH;

o ['enepupoBanue U TNOCIEAYIOLIEE IPUMEHEHUE CIy4YalHBIX IapoJICH,
HEU3BECTHBIX MOJIb30BATEIIIO.

eToken Network Logon MOXHO yCTaHOBUTH Ha KOMITBIOTEPHI U HOYTOYKH IO
ynpasinearneM OC Microsoft Windows, o0beauHEHHBIE B pabodyr0 TPyNIy WIH
nomed Windows. Ha kommnbioTepe JoibKHA OBITh YCTAaHOBJIEHA OJHA U3
OTEePAllMOHHBIX CUCTEM:

e Windows Server 2008 R2;

e Windows Server 2008 (32- wiu 64-6uT);

e Windows Server 2003 R2 (64-6wur);

e Windows Server 2003 SP2 (32- wiu 64-6ur);

e Windows 7 (32- niu 64-6ut);

e Windows Vista SP2 (32- wiu 64-6ur);

e Windows XP SP3 (32-6ur);

e Windows XP SP2 (64-6ur).

Kpome Toro, Ha koMmmblOTE€pe NOJDKEH OBITH YCTAaHOBIIEH HAOOp IpaiiBepoB
eToken PKI Client 5.1 SP1. AnmapaTHoe oOecIiedeHHE JIOJDKHO COOTBETCTBOBATH
TpeOOBaHUAM ONEPAIMOHHON cucTeMbl. Takxke HeoOxoaum cBoOoaHbI USB-mopt
(nmpu ucnons3oBanun USB-kimoueii eToken) mium ycTpoOHCTBO UTEHUSI cMapT-KapT
(npu ucnonb3oBanuu cMmapt-kapt eToken). eToken Network Logon mogaepkuBaer
Bce mozenu eToken.

[Tocne ycranoBku eToken Network Logon cranpapTHoe npuriamieHue s
Bxoaa B Microsoft Windows 3aMeHsIETCS HOBBIM, PACIIUPSIOINIMM BO3MOXHOCTH I10

BXOY I10JIb30BATCJIA B CUCTCMY !
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® MOXHO TMOAKTIOUUTh cMapT-kapty (eToken) ¢ 3akpbITBIM KIIOUOM U
cepTru(UKATOM TIOJIL30BATEIIsI, BBECTH IMapOJib Moyb3oBaTens s eToken u
BOWTHU B CUCTEMY;

e MoxHO Haxkatb CTRLAALT+DELETE, BBecTH UMs MOJIb30BaTENsA, HApOJib U
(mpu HEOOXOAMMOCTH) UM ToMeHa, HakaTh OK u BOWTH B cuCcTEMY.

JIiist kKaxa0ro U3 3TUX JBYX crocooos ayreHTudukanuu B €Token Network Logon

IPEAYCMOTPEHBI YCOBEPIIEHCTBOBAHUS:

e BwmecTto TOro 4toObl Ka)Jblil pa3 BBOJWUTH UMS TOJIB30BATENS U CIIOMKHBII
napojb, IOJIb30BaTellb OJWH pa3 coxpanseT uMmMa B namaru eToken, a
BIIOCJICICTBUM JIMIIb TojaKIo4aer eToken u BBOAUT HJii HEro IMapoiib
MOJIb30BATES.

e J[ns Toro 4yTtoObl BOMTH B CUCTEMY, MPEIBIBUB CEPTU(PUKAT MOIH30BATENS CO
cMapT-KapTod, Hamo mnojakIounTh eToken uM BBECTH JUIsi HEro Mapoiib
nonb3oBatens. Eciu eToken yxe moakimioyeH, HE HYKHO BBIHUMAaTh €ro U
NOBTOPHO MOJIKJIKOYaTh, JOCTaTOUYHO Jinilb HaxxkaTh CTRL+L, a 3aTtem BBecTn
napoJib noJsibzoBatess s e Token.

VYcranoska eToken Network Logon pemiaer npo6iemy "ciiabbix" mapoJsieid, Tak
KakK MO0CJI€ YCTAaHOBKHU MPOAYKTAa MOKHO MOJIHOCTBIO OTKAa3aThCsl OT MCIOJIb30BAHMS
MapoJieil Mpy BXO0JI€ HA KOMITBIOTEP U B CETh, MEPEHAS K UCIOJIb30BAHUIO IUPPOBBIX
cepTuUKaToOB, TUOO MCMOJIB30BaTh XpaHUMbIE B mamsTu eToken crmokHbIe Mapoyu
(3amaHHBIe BPYYHYIO C Y4YETOM JACUCTBYIOIIMX B OpraHu3aliu TpeOOBaHUN K HX
CJIO’)KHOCTH, JIMOO aBTOMATUYECKU CreHepupoBaHHbIe). [laponb mnepecTtaér OBITH
"cnabpiM" 3a cyer TOro, 4ro (aKTHUUECKH MCKIIOYAeTCs PUCK €ro mnojadopa
3JIOYMBIIJICHHUKOM: TPU BO3MOXHON CMEHE MapoJisi MOJIb30BaTElIeM HCKII0YAeTCs
PHUCK 3aJlaHUsi UM HOBOT'O TApoJis, sIBJIStoIIerocs "ciabbiM", maposiab HE BBOJIUTCS C
KJIaBUATYpPbl (MCKJIIOYAIOTCS PUCKU TOJCMATPUBAHUSA MapoJii WIM €ro mnepexsaTa
mmuoHckuM [10), moap30BaTeh HE JOJDKEH MOMHUTD MAapOoJih (MCKIIOYAIOTCS ClIydau
ero 3a0bIBaHus W 3anucbiBanus Ha Oymare). C momomsio eToken Network Logon
MOYHO 3HAYUTEJIbHO YCWJIUThH 3alIMIIEHHOCTh CYIIECTBYIOUIEH cucTtembl. IMeHa u

MapoJIv TOJIH30BaTENIe MOXXHO COXpaHUTh B mamstu €Token, 4TO HCKIIOUAET PUCK
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UX TOJACMATPUBAHUA 3JIOYMBIIIJICHHUKOM. J{OIMOTHUTEIPHO MOYKHO MCIOJIB30BAThH
BcTpoeHHbI B eToken Network Logon reneparop mapodeit st reHepaiiy CI0KHbBIX
napoJield, YTO YMEHBIIAET PUCK UX [10100pa 3I0yMBIIITIEHHUKOM. CTeHepUpOBaHHBIN
napoJib 3anuceiBaeTcsa B nmaMath e Token u coxpansiercst B Heil. KonmuectBo HabopoB
"UMsl TOJB30BATENsl — Mapoiip", xpaHaumxca B namsatd eToken, HeorpaHMYeHO
napamerpamu eToken Network Logon wu ompenensieTrcss TONIbKO 00bEMOM
3AIIMIIEHHON NaMATH HCII0JIb3yEMOTO YCTPOMCTBA.

[Ipu paseépreiBanuu uHppacTpyktypel PKI (MubpacTpykTypa OTKPBITHIX
kmoueir - Public Key Infrastructure) mnosiBiasieTcss BO3MOXKHOCTh HCIIOJIb30BaTh
uudpoBbie cepTudukaThl 1711 BXxoaa B ceTb Windows U Ha JIOKaJIbHBIA KOMIIBIOTED.
Eciu B mamsatu eToken mmeercs cepTHHKAT MOIB30BATENs CO CMapT-KapTOH U
COOTBETCTBYIOIIMM 3aKPBITHIM KJIIOY, UX MOXHO HCIIOJB30BaTh JJISI BXOJa B JIOMEH
Windows BMecTO UMEHM MOb30BaTeNs U naposst. TakuMm obpazom obecrieunBaeTcs
IUIABHOCTH NEPEX0/a OT MAPOJIbHON ayTeHTU(UKALNU K CTPOroi ayTeHTU(PHUKALUHU C
HCIIOJIb30BaHUEM LU(POBBIX CEPTUPUKATOB.

[Ipu orcoenunenun eToken ot mopra USB mnpoucxoauT aBTOMaTtuyeckas
OJIOKMpOBKa KommbloTepa. [l pa30sokupoBaHusT KOMIIBIOTEpPA HEOOXOAMMO

noacoenuHUTh eToken u BBecTH mapoJb mosib3oBarels ajis e Token.

AJIMUHUCTPATOp MOXET 3alpeTUTh WM Pa3pelinTh MOJIb30BATEI0 BBOJ
napoJisi BpPYYHY0. AJIMUHUCTPATOP MOXKET YIPABISATh METOAAMHU ayTeHTU(UKAINH,

OTIPEIEIISIS:

® KakKhMe METONBI pa3pelieHbl Ha JaHHOM KOMITBIOTEpPE — UCIOJIb30BAHUE
npoduiieid, mpuMeHEeHUE CEPTUPUKATOB;

® Kakoill MeToJ ayTeHTHU(UKAIIMU MCIOIB3YETCS MO YMOJIYAHUIO U MOXKET JIH
TI0JIB30BATENIb CAMOCTOSITEIbHO BBIOMPATh METOJ TPH HAJIWYUU B TAMATH

eToken kak nmpoduseit, Tak u cepTudukara.
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Otmerum ocHOBHBIe peumyiecTBa eToken Network Logon [7.8.9]:

e Orkas ot BBOJA IIapOJICH BPYYHYIO — KaKOHU OBI MCTOOA PCTUCTPALlUU HU
MMPUMCHAJICA, — HCIIOJIb30BAHHUC XPAHUMBLIX B IIaMsTHU eToken CepTI/I(i)I/IKaTOB
NN H&pOJ’IGfI, — IIpu BXOJC B CHUCTEMY IIOJIb30BATCJIb HUKOI'ZJd HC BBOIUT

mapoJib, 4YTO HCKIKOYACT PHUCKU IMOACMATPHUBAHWA 1IAPOJId WM Cro IICpcXBaTa
IIpru BBOJAC C KJIIaBHATYPBhI.

e B03MOXXHOCTh HOPUMMEHCHHMS IJIWHHBIX W CJIOXKHBIX MHAPOJICH — IMOCKOJIBKY

IMOJBb30BATCJIb HC JOJIZKCH BBOAUTD I1APOJIb BPYUHYIO, CaM IIapOJIb MOKCT OBITh
JIIMHHEC U CIIOZKHECC, YEM I10JIb30BATCIb MOXXKCET 3allOMHUTD.

e lcnonp30BaHME CIreHEPUPOBAHHBLIX  CIYYAWHBIX IapoJeil, HEU3BECTHHIX

noJsib3oBaTenio — eToken Network Logon mo3BossieT reHepupoBath Mapoiiv

3alaHHOM JUIMHBI, COXpaHATh UX B mnamsatu eToken M mnoACTaBIATH B
XpaHWINILE YYETHBIX JaHHBIX TaKMM 00pa3oM, YTO IOJIb30BATENb JIaXKe He
3HAET CBOEr0 Mapojisi, a IOTOMY HE MOXET 3alucaTb M TEM CaMbIM
CKOMIIPOMETUPOBATH NIAPOJIb.

L AHHa‘DaTHaﬂ aVTGHTI/Id)I/IKa]_II/I}I MMOJb30BaTCIICH — L BXOda B CHCTCMY

MOJTK30BaTENI0 Halo uMeTh eToken, 3To Gosiee HaAEKHO, UEM BBOJI MApPOJICH C
KJIAaBUATYPHI.

e JIyxdakropnas ayreHTudurammus — eToken Network Logon mo3BomnsieT He

MIPOCTO COXPAHUTh PEKBU3UTHI MOJb30Barenss B mnamsAtu eToken, HO u
3alMTUTh UX TapojeMm noisb3oBaTens eToken. Ilpu ucnosb3oBaHuM 3TOM
BO3MOXKHOCTH MOTepss wiM Kpaxa eToken He mpuBenér K KOMIpOMeETaIUH
IapoJIs.

e Uurerpaims B mHOMPACTPYKTYPY OTKPBITHIX Kirouer — eToken Network

Logon noanepxuBaeT HE TOJBKO CHCTEMBI, B KOTOPBIX ISl ayTCHTU(PUKAIINH
MOJIH30BATENICH MPUMEHSIOTCS MMapoIu, HO U 0oJiee HaIEXHBIN U COBPEMEHHBIN
METOJ PErUCTPALIMU C UCIIOJIb30BAHUEM CMApPT-KapT.

e IlpoctoTa W ynoOCTBO mjisi MOJB30BaTelied — CIMOCOOBI ayTeHTHU(UKAIUH,

npumensiembie B €Token Network Logon, ynoGHee juisi moJjib3oBatesniel, 4yem
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CTaHJapTHBIE CMOCOOBI. TpeOoBaHUS K CIIOXHOCTH Maposie MOoJb30BaTess
eToken He cTONb BBHICOKH, Kak TpeOOBaHUS K CIOKHOCTH maposieii Windows.
[TosTomMy mipu ABYX(akTOpHON ayTeHTU(PHUKAIMKU BBOJIUTH MPOCTOM MApOJIb
nostb3oBatens e Token mporre, 4em 6€3 TaKOBOW BBOJIUTH CIIOKHBIM M ITTHHHBIHA
apoJib.

e ViydllleHHbIH UHTEPPENC PU PETUCTPALIUU C UCIIOIH30BAHUEM CMapT-KapT —
eciu eToken monp30oBaTeNs MOAKIIOYEH K KOMIIBIOTEPY, HE0OS3aTeNbHO
OTKJIFOYAaTh €Tr0 M Mmojkiatouath BHOBb. €Token Network Logon mo3Bosnser B
takoM ciydae Haxkatb CTRL+L, BBecTtu maposnb monb3oBatens eToken u

BOWTHU B cHCTEMY, He IpHuKacasch k eToken.

Otmerum Takke, uro eToken Network Logon — yHHBEpCalbHBIA MPOIYKT,
KOTOpBIM MOKHO HCHOJb30BaTh Ha HM30JMPOBAHHOM KOMIIBIOTEpPE, B HEOOJBLION
paboueii rpynie, B MPOCTOM WM CJIOKHOM JOMEHHOW HHPpacTpykType. s kaxmon
cpennt eToken Network Logon mo3BossieT BBIOpaTh HAMIYUYIIHA C TOYKH 3PCHHUS
6e3omnacHocTH U yao0cTBa ciocod ayrentudukainuu. eToken Network Logon MoxkHO
unrerpupoBath ¢ eToken TMS (Token Management System), cucteMoil yrpaBieHus
KU3HEHHbIM IMKIOM USB-kimtouell M cMmapT-KapT, 4YTO IMO3BOJISIET YIPABIIAThH

cepTUpUKATaMU U POPUIISIMU LIEHTPATU30BAHHO.

Ilepen BeIMOIHEHUEM J1a0OPATOPHOM pPabOTHl PEKOMEHAYETCA O3HAKOMHUTBCS C
uHpopManuer mo padboTte ¢ KiIrodaMu cepuu €T0Ken, mpencTaBieHHOW B MOCOOUH

[10] u smexTpOHHBIMH pecypcaMu, TOCTYIHbIMY B ceTi MuTepHer [6,7,8,9].

IIpakTuyeckast yacrob. Jladboparopuasi padora “Ycmanosexka u
aomunucmpupoeanue eToken Network Logon”

Ileanb padoThi: 3HAKOMCTBO C aNapaTHBIMU KJIOYaMHM 3aIluThl cepun € Token.
VYcraHoBka U ucnojib3oBaHue cpeactna 3anuthl € Token Network Logon.
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[TopsaoK BBIMONTHEHUS TPAKTUIECKON YacTh J1a00paTOpHOIl pabOTHI:

1. Vcranosuts auctpudytuB eToken Network Logon. Ha kommnbioTep JTOJIKHBI OBITH
YCTAaHOBJICH CJCAYIOMUA HAOOp JpaiiBEpOB © JOMOJIHHUTEIBHBIX YTHIHT,
o0ecreynBaroIuX padoTy ¢ JICKTPOHHBIMH KitouaMu €10Ken mox ynpaBiecHHEM

oIeparMoHHOM crcteMbl cemerictBa Windows:

o SafeNet Authentication Client 8.2 mis Microsoft Windows 8, Server
2012

e eToken PKI Client 5.1 SP1 mis Microsoft Windows XP, Vista, 7, Server
2003, Server 2008
2. Co3mars HOBOI'O MOJIB30BATENS.

3. Toakmounts €TOKEN ¢ 3aKPBITBIM KIIIOYOM U CEPTUPUKATOM MOJIH30BATEIS,
BBECTH MapoJib Nojbp3oBaress 1t e Token u BOiTH B cuctemy;
4. Haxarp CTRL+ALT+DELETE, BBecT uMs moJib3oBaTessl, Mapojib U (Mpu

HEO0XO0JIMMOCTH) UMs JIoMeHa, HaxaTh OK u BoilTH B cuctemy.
Xo/1 BbINOJIHEHUS] Pa0d0ThI

Ha pucynke 1 mnpuBeAeHO CTapTOBOE€ OKHO BXOJa IOCJIE YCTaHOBKH

muctpubytuBa eToken Network Logon.

One pawwonsan cHoTe sa Windows

eToken

: - #Aladdin

‘;} fhug Cornect 3 token or press Crk-ah-Delete to begn,

HamaTha $TOM CoSTann wnatw obaonaumsssT
T BEOAA NADGNA, HASHMATE KHOMEY
“INpaera” AR MOAyHSsH A0TOIHHTENsHE CBRASHH

Lroenns
0y ke [ +L Troubleshoobing

I ket oy ke

Aluddin Krowdedye Symams Ud, Copyight (2) 2003

Pucynoxk 1 — OkHO Bxoza
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Ha pamHOM »9Jrame nonb30BaTeNiO0 MpeayiaraeTcs BBECTH IApOJb  OT
CYIIECTBYIOIIEH yU4ETHOW 3alMCH WM BBIOpaTh BapHaHT BXOAA C MCIIOJIH30BAHUEM

eToken, a Taxke co3aath HOBBIN poduis (PucyHok 2).

éToken

i &laddin

Tishen praiwerd [
1 Forge mvy o Token Pasmord
Lreate Profie on Token

Beng B |aLacoa =l
[ Anomeanm armes yASISHOND BOCTNA

|

Corvwmia ||| Sambpesmnne pationes . | | Mapisetpn o

Pucynok 2 — OkHO BbIOOpa yU4ETHOM 3aIKMCH MOIb30BATENS

OxHo co3anue HOBOro npoduiisa nokazano Ha Pucynke 3. Pexxum coznanust
I10JIb30BATEIIS TTO3BOJISIET UCTIOJIB30BAaTh CYLIECTBYIOIIUMI MTAPOJIb IJIs YYETHOU
3aIlCHU WM 3aMEHUTH €0 Ha HOBBIM NapOJib, CO3/IaHHBIN IT0JIb30BATEIIEM WU

Cr€HEpUPOBAHHBIN CITydyallHBIM 00pa3oM.

* eloken Network Logon Profile Wizard 5.1

Domain Password For Profile

— Aladdin

) Use current domain password

Current password: [

Confirm password: ‘

(&) Create new domain password

Current domain password: ‘

0 Read current domain password from
eToken

) Manual password

Mew password: [

Confirm password: I

(%) Random password

Random password length: I} 4 | ;]

Update domain password in directory

[ < Back ] Next > Finish Cancel
= |

Pucynox 3 — Co3nanue HOBOTO mipoduis
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[Tocne BX0a B YUE€THYIO 3aIUCh )T HHUITMaM3anun € Token Heooxoammo
sammyctuth €Token PKI Client 5.1. Pabodee okHO mTporpaMMbl H300paskeHO Ha

pucyHke 4.

=2 eToken PKI Client Properties B =10f x|

éToken

B

A2
e
=
o)

\’ eToken
o MNepermeroBaTe eToken

m\ﬂ MamMeHnT napone eToken

> 505 Adin

Pazfinokuposath eToken

9 ¥aannTe coaepimmoe eToken
O MpocHOTp AaHHBIX 0 EToken

OTKnrouMTE eToken Virtual

Pucynok 4 — Pabouee okno eToken PKI Client 5.1

Ha PUCYHKaxX 5ub I/1306pa)K€HO MCHIO UBMCHCHHA HACTPOCK IIapOJIA.

= eToken PKI Client Properties

¢Token

Password Quality | Advanced
Minimurn password length {characters) & S
- eToken PKI Clisnk Mazximum usage period {days) 1] E
E| Q Tokens Minirmurm usage period (dawys) 1] E
- F eloken Password expiry warning period {days) o *
H - E Orphaned Objects . X =
N Password history size 10 s
Settings
: E S Repeat count 3 S
Password must meet complexity requirements Auto E
-------- Manual Complexity Settings

Mumbers Allowy

Capital Letters Allow

Lower-case Letters Al

Special Characters Allawy

Set to Default Save Discard

#Aladdin

Pucynok 5 — OkHO HacTpoiiku maposst e Token
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i= Change Password: eToken

Change Password eTQi( e n

Current eToken Password: | Ty |

Mew eToken Password; | “EEBEES |

Confirm Mew eToken Password; | (TTYYTYS | TTTTTITTRRCE

o

D Pazzword must meet token defined complexity requirements.

Current Language: EM

L |
(] 4 1 Cancel
Pucynox 6 — OkHo cMeHbI apoitst e Token
Cnenyronmmii stanm — wuHMnmanu3anus €Token. Hacrpoiika mapameTpos:

cos0anue naposs Nnoab3o8ames, co30anue napoas aOMUHUCMPAmopd, YCMaHo8Kd
MAKCUMATILHO BO3MOMNCHBIX OUUDOOUHBIX 660008 naposs. Ilporecc MHULIUATU3AIMH
eToken mokasan Ha pucyHkax 7, 8, 9

= Initialize eToken f'zl

eToken Initialization Parameters

eToken MName: |eToken |

Create User Password: Set maximurm number of lagon Failures: _

[] Create administrator Password: I:I
Set maximurm number of lagon Failures:

Mote: Use the administrator password to unlock the koken,

Additional Settings

Password must be changed on first logon

l Advanced l

Current Language: EM

Start | ' Close

Pucynok 7 — OkHo co3nanus naposieit e Token
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= About to Initialize eToken

This opetation will reset all the eToken parameters and delete all Taken
conkent.

(] 4 | Cancel |

Pucynok 8 — OkHO npenyrnpexacHus

Initializing...

eToken

e ee- ] 20%

Pucynok 9 — [Iporpecc nHHIIMATN3ALT

TpebdoBaHMs K COMEPKAHUIO OTUETA

Otuer BbIMONHAETCS Ha Juctax Gopmara A4, KOTOpbIE OJDKHBI OBIThH
CKPEIUIEHBI MEPE] CAAYEH OTUeTa NnpenoaaBareinto. [lepBblid TUCT OTYETA TUTYIBHBIN
— comepxuT uHpopmaruioo 00 y4deOHOM 3aBeleHHMHM, Kadeape, Ha3BaHUU
JTUCITUTUINHBI, TEME BBIOTHEHHOU padoThl. [IpuBoautcs nadopmaims 06 yuariemcs,
BBITIOJTHUBIINM paboTy, uHGOpMalMs O MpenojaBaTene, MpoBepsoneM padoty. B
HIDKHEH 4acTu jmcta uHpopmaius o Mecte (ropoje), Tie HaXOIuTcs y4deOHoe
3aBEJICHUE U IO/l BBITIOJHEHUS PaOOTHI.

B conmepxatenpHON YacTH oOT4YeTa O TPOJCIAHHOW paboTe HEOOXOIUMO
yKazaThb HOMEp paboThl U TeMy paOOThl. 3aT€M ONMCATh XOJ BBHIMOJTHEHHUS PaOOTHI,
MPOWLUTIOCTPUPOBATH XOJ| BBITOJHEHHS] pabOThl CKPUHIIOTAMH (KOMUSMH HKpaHa),
MOJIyYCHHBIMH B TIPOIIECCe BBIMOMHEHUS paboThl. Ecimm mpemonaBareneM Obuin
3a/1aHbl BOIPOCKHI IO BBIMOJHEHUIO PAOOTHI, HA KOTOPBIE MPEITOKEHO OTBETUTH
MMUCHbMEHHO, TO TMPHUBOJATCS BOMPOCHI W OTBETHl HA HUX. 3aBEpIIACTCS OTYET

BBIBOJIaMH II0 TIpojJieJlaHHOW padote. OTMEYaroTCsl JOCTOMHCTBA M HEIOCTATKH
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M3YYEHHOW TEXHOJIOTHHU, 00JIACTh MCIOJB30BaHUS pa3padOTKu U T.1. JKemaTenbHO
MPUBECTH B OTYETE CIHMCOK MCIIOJIb30BAHHOM JIUTEPATYPbl U WHTEPHET PECYPCOB

(caritoB cetu IHTEpHET).

KoHTpoJibHBbIE BOIPOCHI

1. Haznauenue xomruiekca eToken Network Logon, ocHOBHBIE XapaKTEpUCTHKHU?

2. Pemenne npo6iaemsl "crnabbix" maposieit ¢ momombio eToken Network Logon?

3. USB-xmoun cepun eToken - eToken 'OCT, eToken PRO (Java), Kpunrollpo
eToken CSP - ocHOBHBIC XapaKTEPHCTUKH, BO3MOXKHOCTh HUCIIOJIB30BAHUS C
eToken Network Logon?

4. USB-kmoun cepum eToken - eToken NG-FLASH (Java), eToken NG-OTP
(Java) — oCHOBHBIC XapaKTEPUCTHKH, BO3MOKHOCTh MCIOJb30BaHus ¢ eToken
Network Logon?

5. CneunanusupoBannbli USB-kmou — eToken PRO Anywhere. OcHoBHBbIE
XapaKTEpPUCTUKH, HA3HAYEHHE, BO3MOXKHOCTh HCIONb30BaHus ¢ eToken
Network Logon?

6. Ilopsimok ycranoBku u agmuauctpupoBanus eToken Network Logon?

3akJIroueHue

Brimonaenue abopatopHoit pabotel “Amnmaparnbie kiaroun eToken. Cpenctso
samuTel  eToken Network logon” mo3BomsieT chopMupoBaTh Yy  ydaliuxcs
MPAKTUYECKHE HABBIKH TI0 MCIIOIH30BAHUIO TPOTPAMMHO-AMIIAPATHBIX CXEM 3aIlHTHI,
KOTOPBIE MOTYT TMPUTOJUTCS BBIMTYCKHUKAM B WX MPOW3BOJCTBEHHOW JESTEIBHOCTH,
CBSI3aHHOM C IPOEKTUPOBAHUEM u AKCIUTyaTaIuei 3aIUIIEHHBIX
TEJICeKOMMYHUKAIIMOHHBIX cHUCTeM. [IporpamMmMHoO-anmapaTHble CpeACTBA 3alHTHI

HCIOJB3YKOTCA HC TOJBKO I 3alMTbl OTACIIBHBIX KOMIIBIOTCPOB, HO H
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CIEUUAIU3UPOBAHHBIX YCTPOUCTB, HCMOJB3YEMbIX B CETSIX MEpeNaud JAHHBIX C
LENIbI0 TOBBIIICHUS] CTEMEHU 3allUMINEHHOCTH CETEed OT HECAHKIIMOHUPOBAHHOTO
noctyna [11] u, kak ciieZiIcCTBHEe, HAJACKHOCTH CETEH Mepeaadd JaHHbIX B meiaoM. C
JOTIOTHUTEIBbHONW MHGOPMAIIHEH O OIEHKE MOKa3aTesie KadyecTBa 00CTyKUBAaHUS B
MYJIbTHCEPBHCHBIX CETSIX MOKHO O3HAKOMHTHCS B [12].

Ha xadenpax dakynbrera HHPOPMALMOHHBIX CUCTEM M TE€OTEXHOJIOTUH
PITMY cryaeHTaM npeajaraeTcs BBINOJIHUTH IIUKI Ja0opaTopHbIX padoT. [Ipumep
paboThl € MPOrpaMMHO-ANIAPATHBIMU CPEJACTBAMU 3aIUThI, OCHOBAHHBIMH Ha
ucnoiib3oBanuu kirouer cepuit Hasp (Hasp HI) u Guardant, mpusenén B [13].

TeopeTndeckue 3HAHUS U MPAKTUYECKUE YMEHUS, MOJIyYEHHBIE B IPOIIECCE
BBITIOJIHEHUS CTYJEHTaMH JaHHOM JabopaTOpHOM paboThl OyAyT MOJIE3HBI MPH
BBITIOJTHEHUU JIPYTUX pabOT, B TOM YHUCIE Ha Y4EOHO-IKCIIEPUMEHTAIBLHOM CTEH/IC
6a3oBoil kadenpsl «lIpoekTpoBaHHE 3AMMUIIEHHBIX TEJIECKOMMYHUKAIIMOHHBIX

cuctem» PITMY na npennpusituu AO «HUU «Macmira6y.
Jlutepatypa u 3JIeKTPOHHBbIE pecypchbl

1. T'ocynapctBennslii crangapt PO I'OCT P 51275-2006 «3amura uHPOpMaLUU.
O6nekT unpopmaTuzanuu. GakTopkl, BO3AECHCTBYIONIUE HA HHPOPMAITUION.

2. PykoBomsmuii TOKyMEHT «ABTOMaTtu3upoBaHHbIe cucTtembl. 3ammra oT HCJ k
uHpopmanuu. Knaccudpukaiuss aBTOMaTU3MPOBAaHHBIX CUCTEM U TPEOOBAHMS T10
3amuTe nHHOpMaIUm

3. Anekcanap IllemymanoB, C. I'py3meB, ). HaxaeB. VYueOHoe mocobue
"Ayrentudukanusa: ot A no A" [Dnextponnsiii pecypc] IIpoepeno: 18.05.2015
http://www.aladdin-rd.ru/support/training/authentication

4. USB-xmrourn m cmapt-kaptel €Token. [Daektponnsiii pecypc] IIpoBepeno:
18.05.2015 http://www.aladdin-rd.ru/catalog/etoken/

5. USB-kimroun u cMapt-kapThl € Token — mepcoHanbHOe CPeACTBO ayTCeHTU(PUKAIINH
Y 3allMIIEHHOTO XpaHEHUs HOaHHbIX. [DnekTpoHHbId pecypc]| IIposepeno:

18.05.2015 http://www.aladdin-rd.ru/catalog/etoken/models
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6. Sentinel HASP — 3ammra, nuiieH3upOBaHUE U PACIPOCTPAHEHUE MTPOTPAMMHOTO
o0ecreyeHusl. [DneKTpOHHBIN pecypc] [IposepeHo: 18.05.2015
http://www.aladdin-rd.ru/catalog/network_logon/

/. llensl u 3aka3 OpoayKTOB. [DnekTpoHHbld pecypc] Ilpoepeno: 18.05.2015
http://www.aladdin-rd.ru/buy/?pid=4981

8. USB-xiroun u cmapt-kapthl €Token. Odunuanbhbiii mnpaiic-nmuct. eToken
Network  Logon  [Dnektponnsnii  pecypc]  IIpoBepeHo: 18.05.2015
http://www.aladdin-rd.ru/buy/prices/etoken_user.xls

9. 3arpy3uth rnaBbl KHUTH "AyTeHTH(UKALWA: TEOPHUS W MpaKTUKa OOECrieueHus
0e30MacHoro J10cTyna K MHPOpMAIMOHHBIM pecypcaM’. [DIeKTpoHHBIN pecypc]
[TpoBepeHo: 18.05.2015. http://www.aladdin-
rd.ru/upload/Authentication_Book.zip

10.IllenymanoB  A. Ayrentudukanus. Teopus U TpakTUKa oOecreyeHus
Oe3omacHoro jocryna K uH@opMmanuoHHbIM pecypcam. / A. lllemynanos, C.
I'py3nes, 0. HaxaeB, 552 ctp., U3nmarensctBo: ['opsAuas JIlunuma — Tenekow,
20009r.

11.1lManapenko HO.M., beckun ILIL., Cyxomonbckuii B.}O. IlpoektupoBanue
3aMUIEHHBIX UH(OOPMAITMOHHBIX CUCTEM. Yacte1.KoHcTpykTOpckoe
IPOEKTUpPOBaHUE. 3auTa OT PU3NUecKuX mnojieu. (yueonoe nocoodue). CI16: NUzn-
Bo PITMY, 2008r. c. 60

12.CvmupnoB II.M. CrocoObl OIIEHKM TMOKa3aTelel KayecTBa OOCIyKUBaHUS B
MyJIbTUCEPBUCHBIX ceTsaXx. JKypHan «Bompocel paanosnektponukm». Cep.
«CONY». Bem.2. — M: OAO «IITHUU «Dnekrponukay, 2012. ¢.51-63

13.Ananuenko U.B., MycaeB A.A. 3amura npuioKeHUH, BBIMOTHIEMbBIX TOPTOBBIM
tepmuHasioM Metatrader, kirouamu Sentinel HASP. Tpynst CITMMPAH. 2013. No
3 (26). c. 69-78.
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Ananuenko Urops BuktopoBuu
CwmupHos I1aBen Uropesuu
[MTanapenko KOpuii MuxainoBuu

AIIITAPATHBIE KJIFOUYU ETOKEN. CPEJICTBO 3AIIUTHI ETOKEN
NETWORK LOGON

MGTOI[I/ILIGCKI/IG YKa3aHuAa

Penaxrop W.I'. MakcumoBa

[ToanucaHo B meyathb ®opwmar 60/901/2 bymara KHHKHO — )KypHaJbHas
[Teu. n. Tup. 55
PTTMY, 195196, CI16, ManooxTuHckuii p., OTrnedarano
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